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1
Decision/action requested

This paper provides a threat analyze of BAP Control PDU’s and BAP Data PDU’s.
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Rationale

This paper provides a threat analysis of BAP Control PDU’s and BAP Data PDU’s.
3.1 Introduction
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Figure 3-1: Baseline User Plane (UP) Protocol stack for IAB in rel-16 
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Figure 1-2: Baseline control plane (CP) Protocol stack for IAB in rel-16
As illustrated in the figure above, the IAB nodes includes a protocol layer defined as BAP (Backhaul Adaptation Protocol) on top of the classical RAN layer, i.e., PHY, MAC and RLC. On the IAB node (especially note the intermediate IAB nodes), the BAP sublayer contains one BAP entity at the MT function and a separate collocated BAP entity at the DU function. On the IAB-donor-DU, the BAP sublayer contains only one BAP entity.
Each BAP entity has a transmitting part and a receiving part. The transmitting part of the BAP entity has a corresponding receiving part of a BAP entity at the IAB-node or IAB-donor-DU across the backhaul link. Hence, from the above figures, it turns out that the PDCP layer is not used for relaying purposes. 

The BAP layer accomplishes several functions such as:

-
Transfer of data;
-
Routing of packets to next hop;

-
Determination of BAP destination and BAP path for packets from upper layers;

-
Determination of egress BH RLC channels for packets routed to next hop;

-
Differentiating traffic to be delivered to upper layers from traffic to be delivered to egress link;

-
Flow control feedback signalling;
-
BH RLF indication.

BAP layer has two types of protocol data unit (PDU): Data PDU and Control PDU. BAP Data PDU conveys upper layer data and BAP Control PDU conveys flow control feedbacks and RLF indications. These two types of PDUs have different format. 

It is noted that the legacy 3GPP AS security is designed to protect the Uu link, not the BH link (which is a feature introduced lately). In other words, the legacy 3GPP AS security operates at PDCP layer, and protects SRBs/DRBs.
In AS security, the Message Authentication Code - Integrity (MAC-I) token is transmitted in the PDCP packet header, and the integrity protection function leverages on the bearer identifier associated to the SRB/DRB. Instead, an IAB node when performing relaying of packets to a next hop, i.e., to a parent IAB node (for the case of upstream traffic) or to a child IAB node (for the case of downstream traffic), does not handle packets via PDCP functionalities and those packets are not associated to DRBs/SRBs. Rather, the BAP layer is adopted instead of PDCP, and packets are associated to BH RLC channels instead of SRBs/DRBs. 
3.2 Potential attacks on BackHaul control plane
The BackHaul (BH) control plane may be affected by an attacker tampering with the BAP Control PDU or the MAC layer.

When it comes to BAP Control PDU, the BAP layer has an important role in the hop-by-hop flow control. One example is that, a child node can inform the parent node about possible congestions experienced locally at the child node, so that the parent node can throttle the traffic towards the child node. The parent node can also use the BAP layer to inform the child node in case RLF issues are experienced at the parent. Upon reception of such BH RLF indication, the child node can possibly reestablish its connection to another parent node.
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As BH-RLF is not protected, an attacker could send fake BH-RLF indications to a child node. Upon reception of such BH RLF indication, the child node can possibly tricked into reestablishing its connection to another parent node. The Child nodes would establish a new recovery path (RRC re-establishment and then intra-CU topology adaptation procedure).
One mitigation technique could be to integrity protect the BH-RLF. The question here is if the protection of BH-RLF alone will prevent the attacker from achieving its goal; we think that it does not. Because, an attacker could potentially tamper with the MAC layer or even the PHY layer transmissions to make the child node believe that the radio condtions are not optimal. 

Thus, it is a matter of debate if a full-fleged integrity protection of the BAP Control PDU is proportionate with the security benefits. Analysis of what an attacker can achieve by tampering MAC and PHY layer have not been done in SA3. Only based on such analysis, a concious decision could be made. It could be that simple solutions like one-time use tokens are sufficient enough to make the attack harder.
3.2 Potential attacks on Backhaul user plane
When it comes to user plane data (concerning the Data PDU), BAP layer is fundamental to determine how to route a received packet. For the downstream user plane data, that implies determining whether the packet has reached its final destination, in which case the packet will be transmitted to UEs that are connected to this IAB node, or to forward it to another IAB node in the right path. In the first case, the BAP layer passes the packet to higher layers in the IAB node which are in charge of mapping the packet to the various QoS flows and hence DRBs which are included in the packet. In the second case instead, the BAP layer determines the proper egress BH RLC channel on the basis of the BAP destination, path IDs and ingress BH RLC channel. Same as the above applies also to the upstream, with the only difference that the final destination is always one specific donor DU/CU.

In order to achieve the above tasks, the BAP layer of the IAB node has to be configured with a routing table mapping ingress RLC channels to egress RLC channels which may be different depending on the specific BAP destination and path of the packet. Hence, the BAP destination and path ID are included in the header of the BAP Data PDU packet so that the BAP layer can determine where to forward the packet. The BAP Data PDU format is illustrated in the following:

[image: image4.emf] 

...  

DESTINATION (cont.)  

Data  

D/C   DESTINATION  

Oct 1  

Oct 2  

Oct 3  

R  R  

PATH  

R  

PATH (cont.)  

Oct 4  


Figure 2: BAP Data PDU format
Security problems in IAB networks may arise from the fact that an attacker (e.g., with an attacking IAB node and acting as a BH relay), may deliberately disturb the routing table configured by the network. For example, such an attacking IAB node may be configured by the CU with a certain routing table. However, upon receiving a BAP Data PDU from the previous hop, it does not use the DESTINATION and PATH fields in the BAP header to derive the next hop and the egress BH RLC channel. Rather, it may transmit the BAP PDU to a not-intended IAB node (e.g., an IAB node that was not configured by the CU to be the next hop for the said DESTINATION/PATH pair) or even pass it to upper layers for delivery to UEs. Such a behavior may jeopardize the entire IAB topology and ultimately affect the end-users. 
For example, if a packet is routed by the attacking IAB node to a not-intended IAB node, such IAB node may be overloaded and unable to provide service (denial-of-service); it may not be able to recognize and map this DESTINATION/PATH fields to the configured routing table, and hence it may discard the packet.

The above attack (Malicious IAB Node) is also true if the attacker operates on its own (i.e., not a part of a legitimate network, and therefore not configured by the CU) and tampers the BAP header over-the-air using techniques like Man-in-the-Middle or signal overshadowing. A man-in-the middle attacker could modify the DESTINATION or PATH parameters in the BAP Data PDU and redirect the BAP Data PDU to a different child node or parent node (which the BAP Data PDU originally was not intended for).
One mitigation technique could be to integrity protect the BAP Data PDU. Again, the question here is if the protection of BAP Data PDU alone will prevent the attacker from achieving its goal. Analysis of what an attacker can achieve by tampering MAC and PHY layer have not been done in SA3. Only based on such analysis, a concious decision should be made.
4
Detailed proposal

It is proposed to endorse that the protection of the BAP protocol is not specified in R-17. 
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